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Introduction

This guide provides an overview of the M&G Secure Email service.
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The purpose of the secure email is to enable M&G plc to process sensitive information securely when communicating with

our customers.

This guide has been provided to help answer any common questions you have around the use and features within the secure

email system.

Receiving a Secure Email notification

Wl |From Subject Received ¥

I [protect] Secure Message from M&G Wed 05/06/2024 12:50
When you receive a secure email from M&G, the notification will look like:

The subject line shown will be taken from the sent message.

S8

This is a secure message
Not registered? Please click on the Read Email button below, click login and register. Once

successfully registered, return to this email and click on the Read Email button below to access
your secure message. Click here for the video guide.

Already registered? Click on the Read Email button below to access your secure message. Click

here for the video guide.

Read Email

We have deemed this information to be sensitive/confidential and as such we are sending this
to you securely.

To open the message simply click the ‘Read Email’ button.
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Video Guides:

In addition to the helpful steps outlined within this PDF guide, we have also produced a series of video guides to help customers
transition to the new CSEES system:

e How to register with CSEES

e How to access a secure email in CSEES

e How to retain (BCC) and view your sent secure items in CSEES
e Link expiry guide — Windows users

e Link expiry guide — Mac users

e Link expiry guide — Mobile users



https://prudential.videomarketingplatform.co/how-to-register-with-secure
https://prudential.videomarketingplatform.co/how-to-access-your-secure
https://prudential.videomarketingplatform.co/how-to-retain-a-reply-to-secure
https://prudential.videomarketingplatform.co/link-expiry-guide-windows
https://prudential.videomarketingplatform.co/link-expiry-guide-mac
https://prudential.videomarketingplatform.co/link-expiry-guide-mobile

First-time registration
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The first time you receive a secure email from M&G plc you must register to use the service. After clicking ‘Read Email’ you will be

taken to the browser and presented with the login box below.

] hupsy/res.cisco.com/portal/PortalOpenactionTiink=bGluaz|0Nkw2Y3ZZNWsOUL. A% {7 [

Secure Email L
Encryption Service %
&

e 8

Forgot password?

| ¢
- g
1

Check your email address is shown correctly and then click ‘Log in’. You will then be prompted to register.

You are not registered

To open this message, you must first register and create a
password.

Click ‘Register’ and you will be prompted to complete a simple form to register your email address and set a password*.
Add your First Name, Surname and create a password. You will also need to accept the Terms of Service by ticking the box and

then click ‘Register’.

*Passwords must be a minimum of eight characters or numbers. Passwords are case-sensitive. Your password must contain

both letters and numbers. Passwords must not contain symbols.

New User Registration
Enter Personal Information
Email Address

| c—

First Name* Last Name*

First Name ‘ Last Mame

Create a Password
‘Password”
| Password

Confirm Password"

[J 1 agree to Cisca Secure Email Encryption Service's Terms of senvice

Final step, after clicking ‘Register’ you will receive the prompt below indicating an activation message has been emailed to the

email address you are registering.
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Final Step: Account Activation

Your Cisco Secure Email Encryption Service
account was successfully created.

Instructions to activate your account have been

emailed to QD

Please check your inbox. If you do not see an
account activation email, check your junk
email folder.

The activation message will appear in your inbox as follows:

CRES Do Not Reply Please activate with CRES

Open the message and click the Activate Account button to complete the registration process.

Account Activation

QD

Thiank you for registering wih Casco Secure Emal Encrypion Service

Self-Registration Enrolment:

If you have not yet received a secure message from M&G to prompt the registration process for CSEES.

You can send a blank email to the following registration email address: secureregistration@mandg.com within a few minutes

you will receive an automated secure message to your inbox which will prompt you to register with CSEES. Upon registering
with CSEES the automated secure registration email will contain a URL link which will allow you to compose a new secure
message to M&G.

Helpful tip: if you have sent an email to secureregistration@mandg.com and are unable to locate the automated secure email,
please ensure that you check all of your spam folders and filters within your personal inbox.



mailto:secureregistration@mandg.com
mailto:secureregistration@mandg.com
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Opening, reading and replying to Secure Email

Afterregistration, open the new message from M&G and again click the ‘Read Email’ button:

~2

This is a secure message
Not registered? Please click on the Read Email button below, click login and register.
Once successfully registered, return to this email and click on the Read Email button below
to access your secure message. Click here for the video guide.

Already registered? Click on the Read Email button below to access your secure message.
Click here for the video guide.

Read Email

We have deemed this information to be sensitive/confidential and as such we are sending
this to you securely.

Online User Guide - Secure Email Guide

Need to retain your reply? Click here for a video guide on retaining your sent item.

With your email address registered, you will now receive the prompt below, ensure your email address is shown in the username
box and click the Log in button, on the next screen you will be prompted for the password you set during registration, click
‘Login”:

- %

Secure Email

Encryption Service )
1 1 Secure Email

Waprame > : | Encryption Service
[
T — l | |
Forgot password? . Username *
Go Back Fargot password?
0 Aboit
Tormn o1 Service m
sy Poicy
Guslomer Suppoet
AA & res cisco.com [v] Ga Back
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Once logged in, the secure message you have received from M&G will open in the browser. You have the option to click and
download attachments. To reply or reply all simply click the curly arrows in the top right-hand corner of the message:

Secure Email Encryption Service

[protect] Secure Message from M&G

06/05/2024 11:45:19 AM GMT GMT

o

& guide.pdf

This is a secure message from ME&G

The information contained in this message may be CONFIDENTIAL and is
intended for the addressee only. Any unauthorised use, dissemination of the
information, or copying of this message is prohibited. If you are not the
addressee, please notify the sender immediately by return e-mail and delete
this message. Although this e-mail and any attachments are believed to be
free of any virus, or other defect which might affect any computer or system
into which they are received and opened, it is the responsibility of the
recipient to ensure that they are virus free and no responsibility is accepted
by M&G for any loss or damage from receipt or use thereof. Please note
that all e-mail messages are subject to interception for lawful business
purposes.

M&G FA Limited is incorporated and registered in England and Wales under
registered number 1048359, Registered office: 10 Fenchurch Avenue,
London EC3M 5AG.
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Once you click ‘Reply’ you can compose your response. You have options to select Rich Text for changing font styles; click the
paper-clip icon to upload any attachments (attachment size limited to 20Mb). Finally, before sending your reply, click the up
arrow on the right of the ‘Send’ button and check the box next to ‘Automatically BCC me on this email’ this ensures you also
receive a copy of your sent message. Finally click ‘Send’ to send your reply:

Reply to Sender =

From:

. J
To:

[ CE— ]
Subject:

[ RE: [protect] Secure Message from M&G ]

& (none) Rich Text
Reply (=

meemmmeeOriginal Message:

From:

Tes
Date:  06/05/2024 11:4518 AM GMT GMT
Subject; [protect] Secure Message from M&G

This is a secure message from M&G

The information contained in this message may be CONFIDENTIAL and is
Intended for the addressee only. Any unauthorised use, dissemination of
the information, of copying of this message is prohibited. If you are

not the ) jiately by return e-mail
and del Automatically BCC me on ny attachments are
beli this email.

ch might affect any

Send me a read receipt opened, it is the
respon: D when a recipient has e virus free and

v
opened this email. damage from receipt

e

When presented with the notification below, you can safely close your browser:

Message Sent Successfully

Your message was sent successfully.
To exit this page close your browser window.
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Opening your Secure Email after expiry on a desktop

After the secure link within your message expires, you can still open your secure message by opening the attached HTML file

directly instead of clicking the ‘Read Email’ button.

The link to open this message is valid til' 08/16/2024 08:52:11 AM UTC.

Open the message and then open the secure html attachment directly which will be in a format of securedoc_###H#H#it#t. html

If using a web-based email program, please ensure you download the attachment before opening.

Windows Desktop

B securedoc_20240802709260... .,
~ 150 KB

> Save to OneDrive
0 Copy

{4 Download

B A 9% ) 45 | 3 ¢=
+ Downloads B e

securedoc_20240802T092600 (2).html
Opan file

Apple MAC Desktop

One attachment -« Scanned by Gmail ©

B securedoc_20240805T
104120.html

137 KB

4

.+ o[5]
X Boc

Recent download history

Download

¢ Ssecuredoc_20240805T10¢ A =
137 KB - Done ish

10
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RE: [protect] Secure Message from M&G

@ F BEIESIE
To 13:08

| securedoc 2024060512082 html |

139KB

Opening Mail Attachment X A

o You should enly open attachments from a trustworthy source,
Attachment: securedoc_20240605T 120822.htm| from RE:
[protect] Secure Message from M&G - Message (HTML)
‘Would you like to apen the file or save it to your computer?

Open Save Cancel

ﬂAlways ask before opening this type of file

This is a secure message

The attachment will open in your browser, ensure your email address is correct and enter your password and click ‘Open Online’
and you will be able to access your email.

1 Message Security

@® High

[FLogo
Secure Email
Encryption Service

To
Password
| ’becure Email Encryption Service Password ]
|
[[JRemember me Forgot password?
Open Online
Go Back

11
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Opening your Secure Email after expiry on a mobile device

If opening an expired secure message on mobile, the link will no longer work. Simply forward the original email to the address
mobile@res.cisco.com and ensure you include the attachment from the original message.

You will shortly receive an auto response from mobile@res.cisco.com with an alternative link to open your secure message, click

the link and follow the next steps.

mobile@res.cisco.com 12:36
Toy
Fwd: [PROTECTIQIIID

Your message has been storedin a
temporary location on the Secure Emall
Encryption Mobile Device Server and can
be accessed by clicking on the following
link:

hitpsifires cisco comlenvelopeanener/
MDSOpen.action?
mos=18221985792. 4 NNNNND

The message will be deleted automatically
after 8 hours,

Login as normal in the browser to review your message.

RE: [protect] Secure Message from M&G

o OE052004 11:08:32 P GMT
Ta:

Reply

Secure Email

Encryption Service

Original L{r:s.ag{':

Froam:
Date:  06/05/20248 114519 AM GMT GMT
Subject: [prateat] Secure Message froam ME&G

This is a secure message from BKDG

12
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Opening your Secure Email sent item on a desktop

After checking the box next to ‘Automatically BCC me on this email’ on your reply, you will receive a copy of your secure sent item
appearing in your inbox with your email address as the sender.

Open the message and then open the secure html attachment directly which will be in a format of securedoc_#########.html:
If using a web-based email program, please ensure you download the attachment before opening.

Windows Deskiop Apple MAC Desktop

One attachment - Scanned by Gmail @O

B ?fuc;redcc_20240802T09260... - B securedoc_20240805T
104120.html
> Save to OneDrive 137 KB
0 Copy

{4 Download

Download

B A v )4 [N s
.« Downloads B Q Recent download history X B

e cecuredoc_20240802T092600 (2).html
Open file

& securedoc_20240805T10¢ (| I:-ﬂ'

137 KB - Done

The attachment will open in your browser, you will see the ‘To” box is prepopulated with the M&G recipient you sent the

message to. To open your sent item, you need to change this to your own registered email address. Click the drop down and
select Address not listed:

Secure Email

Encryption Service

—
[ J*
G

Address not listed

NIV TR T WOT IR

Below Your address type in your registered email address and click the ‘Submit’ button:

13
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iwwr e

£
e

You can now enter your registered password and click ‘Open’ to review your sent item.

Secure Email
Encryption Service

RE; [pratest] Secure Mesage from MAG

Secure Email Guide
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o GO0 2004 1.2:00: 22 P GMIT
I

--------- —Owigirad Message:

From

T

Date /052004 114510 A GIAT GMT
Sulbject: [protect| Securs Metssge from MAG

This is @ ==oure messags from M&G

Simply close the browser when you have finished reviewing your sent item.

14
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Opening your Secure Email sent item on a Mobile Device

After checking the box next to ‘Automatically BCC me on this email’ on your reply, you will receive a copy of your secure sent item
appearing in your inbox with your email address as the sender.

Forward the original email to the address mobile@res.cisco.com. Ensure you include the attachment from the original message.

You will shortly receive an auto response from mobile@res.cisco.com with an alternative link to open your secure message.

Click the link and follow the next steps.

mobile@res.cisco.com 12:36
Toy
Fwd: [PROTECTI QD

Your message has been stored in a
temporary location on the Secure Email
Encryption Maobile Device Server and can
be accessed by clicking on the following
link:

hitps:/fres.cisco I pener/
MDSOpen.action?

@ ocaiclizen
The message will be deleted automatically
after 8 hours.

Within the browser, you will see the ‘To’ box is prepopulated with the M&G recipient you sent the message to. To open your sent
item, you need to change this to your own registered email address. Click the drop down and select ‘Address not listed’:

Secure Email
Encryption Service

Ta

| .~ :

Below ‘Your address’ type in your registered email address and click the ‘Submit’ button:
‘?‘L. AT N L S e LR

% Secure Email
4 Encryption Service

| R |

You can now enter your registered password and click ‘Open’ to review your sent item.

15
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| Secure Email
Encryption Service

| - )
| | |
(= =]
[ v |

Resetting your password
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RE1 [preteet] Sreure Mewnage from V&G

° BR300 1022 P T
e

ey

Omgiread b

E
Fiownz
Tes
Date: OSD5/2004 11455 AM GMT GMT
Subpert [protect] Secure Mexage fom &G

This is & ==oure message from WM&

Itis good practice to regularly change the password for your registered email address. The steps below can also be followed in the
event you have forgotten your password and/or your registered email address is locked.

At the login prompt click ‘Forgot password?’:

Secure Email
Encryption Service

Enter your registered email address and click ‘Continue’:

Fargot Password

We'll email you a link 1o 8 page whane you
can easlly create a new password.

To assure our messages ane not accidentally
fatered out, plesse add
"DoNotReply@res.clscocom™ to your
address Book or Safe Sencder List

I wou are authenticating using singie sign on,
please contach your ldentity Provider for
assislance,

Email Addréess®

Forgot Password

Instructions o eset password have
e e - QS
Pl 0abih yemid el T e (16 B el @ BiTiadl

gy Seoue Bl LRCrpion Service
Wt Cihech yoir |usk smal Aaider

16
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As indicated, you will receive an email from DoNotReply@res.cisco.com with instructions and a password reset link (if not
received within 5-10 minutes, you may need to check your Junk folder). Open the message and click the ‘Reset Link’ button:

Your CRES password reset link

° CRES Do Mot Reply < DoMotReply@res.oscocam- i

T rwsrt yoor pazrerred, adoer i bk o copy and paris & am per e ). Thi brk
will acpirw b 40 merores. Yoo mey oy e i bok oace.

Within the browser you will be prompted to ‘Create New Password’. Enter your new password* into the ‘New Password’ and
‘Confirm Password’ boxes respectively and click ‘Continue’. Finally, you will receive confirmation your password changed
successfully. You can now close the browser, disregard the ‘Back to Websafe’ button:

*Passwords must be a minimum of eight characters or numbers. Passwords are case-sensitive. Your password must contain
both letters and numbers. Passwords must not contain symbols.

Create New Passwerd

Porm Pl Sdwesee]

[ Pasgword Changed Suceassfully

th n .~ AL
i Opan tha mecun Mes Ea0e 3gak USng your paw passwoed

[ | oK

| Bk o abaste

17


mailto:DoNotReply@res.cisco.com

Finally, you will receive a notification email confirming your password has changed.

Your CRES password has been changed

o CRES Do Not Reply <DoNatReply@res.cisco.com s

To

o

Tors barew mupseschally resuc your Secure Emall Enorypoon Service Acoouns paspeerd, Fou
el Suvie g Ly D8 i Exirypition Servich bbtvusl wifg Wous i padiwenl
& o did ot pecpuat thit chacps. pleaae contact your CRES sdniniziratorn.

Thank you
Enerypeean Mot Tustomar Jappsrt

Secure Email Guide

M&G Secure Email Service

18
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Composing a new secure message

To initiate a new secure message to M&G you will first need to be registered with CSEES. Registration can only occur when you
receive your first secure message from M&G. Please reach out to your usual M&G contact direct and request they send you a
secure message to initiate the registration process.

Once you are registered with CSEES, in your web browser navigate to the following URL:

https://res.cisco.com/websafe/login.action

Enter the email address and password you used when registering with CSEES:

Secure Email
Encryption Service

Username *

[ — )
Password

() remember me Forgot password?

Once you are logged in you, will be able to see the Compose Message screen here:

il Secure Email Encryption Service

Compose Message

Manage Messages

Compose Message

B M A

Address Book

. . cc
Edit Profile

»

BCC [

Subject

& Attach file

If you would like to retain a copy of your secure sent message ensure you check the BCC option, which is available on the drop
down option next to the send button at the bottom of the Compose Message screen:

Automatically BCC me on this email.

0o

Send me a read receipt when a recipient has
opened this email.

At least one valid recipient must be entered.

19
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Address book — frequently used contacts

If you have frequent contacts at M&G that you need to send secure emails often to, you can add them to your address book within
the CSEES system.

Firstly click on the following URL: https://res.cisco.com/websafe/login.action and enter your usual CSEES credentials. Once you are
logged in select the Address Book on the left hand side:

duih Secure Email Encryption Service

Address Book

< Manage Messages

& Compose Message

] AddressBook

9. Edit Profile l:l Name

You will now be able to add a new contact select save once complete:

Add New Contact

First Name

L J

Last Name

[ ]

Email Address *

[ ]

Cancel m

If you need to add further contacts just select this icon here:

Address Book

D Name Email Address

20
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To send a secure message to your saved contact just click on their email address within the Address book, and this will then
prepopulate their email address within the To field of the CSEES secure new compose screen:

Address Book

B a

C] Name Email Address

(] contact, Demo  J demo@mandg.com O

Compose Message

To

demo@mandg.com

BCC

Subject

21
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If you would like to view your secure sent items you can do via the Manage Messages option within the CSEES system.

** Please note that you must ensure you Bcc yourself when sending secure items from the CSEES system, these will be
the only visible messages shown within the Manage Messages option.

T
Cisco

B

Manage Messages |

' 4

a
)

Compose Message

Address Book

Edit Profile

Secure Email Encryption Service

Search Sent Messages

Basic Search Advanced Search

Keyword

[search

Searches To and Subject fizlds.

As highlighted above the Manage Messages option in CSEES will only show copies of your sent items that you have
Bcc’'d yourself within, it will provide you an audit trail of when you sent your secure message:

Search Sent Messages

Basic Search Advanced Search

Keyword

[ Search

i oeorn

Searches To and Subject fields.

O T

Subject

Sent

Opened

() ==l ™=.,ail.com
() =B ™=nail.com

D e  ™hail.com
D -—_,.nail.cam

D L-_lail.cam
O S ™= il.com

Test
RE: [ENCRYPTED EMAIL]
RE: Test [SECURE MESSAGE]

RE: Weds 9 Sept Test [SECURE
MESSAGE]

RE: Test [SECURE MESSAGE]

RE: Test [SECURE MESSAGE]

09/13/2024 07:48:39 GMT

09/08/2024 11:08:59 GMT

09/06/2024 14:18:48 GMT

09/04/2024 13:16:22 GMT

09/04/2024 12:37:20 GMT

08/07/2024 16:04:539 GMT

09/08/2024 11:13:34 GMT

09/04/2024 12:40:30 GMT

08/08/2024 10:45:08 GMT

22
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Frequently asked questions (FAQs)

Question

I am locked out of my account and/or | have forgotten my password.

Answer

This will have been created during registration and is case sensitive. If you need to reset the password for your registered email
address, please follow the instructions here. If you require further assistance, please contact the M&G sender for guidance.

Question

How do | open a secure email after expiry?

Answer

Please follow the guidance here.

Question

| haven’t received an email from M&G plcin my personal inbox.

Answer

Please check your junk/spam folder in case the email has been blocked by your email software. If it has been delivered here,
select the Not Spam or Not Junk button, the email will now be displayed in your inbox.

Question

Is secure email service compatible with all browser versions?

Answer

Please ensure you are using an up-to-date version of your web browser. Unsupported browser versions will not be able to use
this service.

Question

How do | open my secure sent item | Bcc’d myself on mobile?

Answer

Please follow the guidance here.

If you require further assistance

If you have any problems with the content of this user guide or with the secure email system, please contact our Technical team
on 0808 234 5200 (or +44 1786 448844 if you are calling from outside the UK). We are open from 09:00 to 17:00, Monday to
Friday. Calls may be recorded for training and quality purposes.

Issued by M&G plc, incorporated and registered in England and Wales. Registered office: 10 Fenchurch Avenue, London EC3M 5AG. Registered number 11444019. M&G plc is a holding company,
some of whose subsidiaries are authorised and regulated, as applicable, by the Prudential Regulation Authority and the Financial Conduct Authority. AUG 24 / W1296201
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